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that there may be substantial global computer outages and
resulting operational impacts. Millions were spent by
private sector business to prepare for a major disruption
and this effort advanced the practice of business continuity
to a great extent. The next major impetus was the impact
of the September 11™ attacks which underscored the
interdependencies of firms. These interdependencies were
especially evident for multi-national corporations. Off-
shoring of operations, outsourcing, just-in-time inventory
practices and wide international footprints were all products
of increasing globalization of business. These clearly
demonstrated interdependencies and related vulnerabilities
coupled with the ongoing threat of terrorism provided a
strong incentive for larger corporations to undertake greater

continuity and preparedness activities.

An emphasis on standards of preparedness and
continuity developed initially in the early 1990s with
activity that ultimately led to the creation of NFPA 1600:
The Standard on Disaster/Emergency Management and
Business Continuity. Later, in an effort to identify good
practice for emergency preparedness and continuity after
the September 11 attacks, the U.S. 9-11 Commission
recommended NFPA 1600 as a “national preparedness
standard” and suggested the linkage of certain market based
incentives to observing this standard. The recommended
incentives included insurance, legal liability and rating

agency acknowledgement.
Overview of the PS-Prep™ Program

What is PS-Prep? Established by recent U.S.
legislation, the PS-Prep Program will promote standards-
based preparedness in the private sector. In addition to
general resources, the program will provide methods to
assess the resilience of private sector organizations to
operational risk including both first party assessment
(self-declaration) as well as third party (independent)
certification. In this regard, the program will assess whether
a private sector entity complies with one or more voluntary
preparedness standards adopted by the U.S. Department of
Homeland Security (DHS). Those standards are:

« ASIS International SPC.1-2009 Organizational

Resilience: Security Preparedness, and Continuity

Management System.

* British Standards Institution 25999 Business Continuity
Management: Part 1 (2006) and Part 2 (2007).

» National Fire Protection Association 1600: 2007 &
2010 Standard on Disaster / Emergency Management

and Business Continuity Program.

The PS-Prep program is at its core an initiative to
promote emergency preparedness and resilience in the
private sector. The private sector includes businesses of
all sizes (large to small) as well as other non-governmental
organizations such as professional associations and service

organizations.

In addition to any government developed resources, the
program seeks to identify and direct attention to initiatives
that provide resources to implement preparedness programs
that reflect the core elements of the standards designated
by the PS-Prep Program. Such programs include the
“Open for Business Program”™ of the Institute for Business
& Home Safety (IBHS). http://www.disastersafety.org/
ofbInfo?execution=e¢7s1&type=ofb_online

Additionally, the PS-Prep Program seeks to promote
assessment of an organization’s preparedness program to
one or more of the designated standards. This includes both
self-assessment and third party assessment. General self-
assessment programs focused on emergency preparedness
that have been cross-mapped to the PS-Prep Standards
include the Red Cross Ready Rating Program; see http://

readyrating.org/Businesses.aspx

The Value Proposition The PS-Prep Program is
not an end in itself but is best looked at as a government
sponsored catalyst to encourage the use of a standards-

based approach to preparedness.

Standards offer a number of benefits in developing and
maintaining any effort. Formal consensus-based standards
are the product of a process. This process includes
distilling the best practices of a particular area of activity.
This is generally done by a technical committee consisting
of practitioners, subject matter experts and key stakeholders
in the relevant area. The findings of this committee are
then vetted with the wider community of practice and
include the ability for any interested individual or group to

comment on the developing standard. The result is a well-




grounded reflection of industry best practice.

As a distillation of best practices, standards can
have significant value to organizations of all sizes. This
distillation can save substantial effort in researching best
practices, attending conferences and querying subject

matter experts.

Additionally, since most standards are updated or
revised every three years or so, the use of standards on an
ongoing basis assures that any program remains in sync

with evolving leading approaches and practices.

With regard to assessment, it has been suggested in
general business management circles that “if you can’t
measure it, you can’t manage it.” Thus, the addition of
a measurement to preparedness activity can arguably
significantly aid in more effective management of the

preparedness activity.

The research of InterCEP at New York University
suggests further that “if you can’t measure it, you can’t
reward it” as well. The Center interfaced with a diversity
of stakeholders which potentially could provide incentives
for business preparedness. These included representatives
from insurance, rating agencies, legal liability community,
supply chain management, and corporate governance/
business reporting. Commonly, there was agreement that
preparedness had value and potentially could be better
acknowledged overtime in these various arenas. However,
none of these stakeholders wished to be responsible for
expending the effort to set the criteria for what good
preparedness was nor to assess or confirm that effective
preparedness programs were in place in each business.
Many however were open to better acknowledging
preparedness overtime if there was an easy-to-recognize and
trusted measure or confirmation of business preparedness.
Since the PS-Prep program could provide a commonly
accepted confirmation or measure of preparedness, the PS-
Prep program may potentially strengthen the link between
the “what to do” and the “why to do it” in terms of business

preparedness.

A common framework and terminology for

preparedness based on standards could also facilitate the

sharing of preparedness practices across industries, allowing

one industry sector to learn from another. Such cross-
pollination of preparedness practices could significantly
support a more resilient private sector overall as each sector
can learn from the success and failures of others. A common
framework could also facilitate the further evolution
of preparedness and operational risk management as a
business discipline and body of knowledge. With the ability
to compare and contrast practices across industries and
across time, the most effective practices to address common
risks and challenges could more easily be identified and

communicated.

The PS-Prep program encourages a risk-based approach
in that all of the standards in this arena require as a starting
point a risk assessment. This would suggest activity
appropriate to the risks identified for each operation and not

a one-size-fits-all approach.

Core standards in the program also incorporate cost-
benefit analysis as part of their processes. Thus, firms are
encouraged to prepare reasonably and to the extent allowed

by available resources based upon true business value.

Supply Chain Considerations

Business continuity is about preparing for impacts of
potential hazards so as to maintain critical operations during
any disruption and to quickly recover thereafter. A supply
chain disruption is one of those hazards that is increasingly
likely in our interdependent, just-in-time, outsourced
business environment. Thus, supply chain disruption
should be a high priority hazard to be addressed by most

business continuity professionals.

Effects of outsourcing and just-in-time policies on
the supply chain: What we have is a time bomb — one that
underscores the critical need for supply chain resilience.
Just-in-time inventory policies have created serious
vulnerabilities in supply chain management that are being
exacerbated by the current economic environment. Clearly,
there are compelling economic reasons for minimizing
inventories. At the same time, what many have failed
to consider is that by minimizing inventories, we have
removed an important buffer to any supply chain disruption.
Some firms may only have a few days of inventory in

house. While this may be fine if no serious incidents







of sector coordinating councils on both a public and
private sector basis. Private sector coordinating councils
generally consist of corporate representatives from critical
infrastructure companies in a particular sector. The
government coordinating councils consist of governmental
agencies with responsibilities in that sector in some cases
this includes regulatory responsibilities. Under a federal
framework these councils collaborate to share information
and take measures to assure emergency preparedness and
resilience in response to threats that may disrupt operations.
DHS further promotes the establishment of an Information
Sharing and Analysis Center (ISAC) for each sector.

It is worthwhile noting that the DHS Infrastructure
Protection division is currently advancing a program to
promote the PS-Prep Program in the critical infrastructure
industries. The division is cross-mapping the PS-Prep
Program standards with existing industry practices and
regulatory requirements. Such an effort can work provide
a common measure of resilience across multiple industry
sectors both to facilitate assessment of preparedness as
well as to facilitate the sharing of best practices and lessons

learned.

The Early Adopter Program

An Early Adopter Program is in development by DHS.
It could potentially provide the following benefits.

Provide a“ Proof of Concept” of the PS-Prep
Certification: A pilot program could validate that the
certification process can be effectively implemented in the

private sector.

Demonstrate How Existing Industry Practices Can Be
Credited in the Certification Process: A key requirement
in the establishing legislation and a major concern of
businesses with established preparedness activities is
that those activities be acknowledged / credited and not

displaced by the PS-Prep Program.

Provide Insights into the Costs and Effort Required
to Undertake Certification: There is concern that the
certification program may be prohibitively expensive and

disruptive in its implementation. The pilot program could

provide real world evidence of the costs and impact of the

program.

Raise the Profile for the Certification Program by
Targeting Well-Known Corporations: Program participants
could be targeted to include national/internationally
recognized “household name” companies to validate the

attractiveness of this effort to other companies.

Support the Use of the Certification Program in
Assessing Critical Suppliers in a Company’s Supply Chain:
The effort could promote the opportunity to utilize the
certification to assess the resilience of “critical suppliers™
and then if appropriate expand it more widely among

suppliers.

Evaluate a Mentorship Approach: Such a strategy
could employ established approaches (some already used
in the defense industry) whereby more experienced and
generally larger companies provide insight and assistance to

their key suppliers in developing more effective programs.

Evaluate the Potential for Integrating the PS-Prep
Program into Existing Supply Chain Resilience Programs:
The supplier assessment program of the financial services

industry (the FSTC/BITS Program) is one potential.

Identify and Share Lessons Learned among Cohort
Companies to Inform Companies Seeking Certification
as well as Informing the Ongoing Development of the
Certification Program Itself: “Lessons learned” could be
captured throughout the pilot process both for immediate
sharing among the pilot program participants as well as to
be shared with governmental, accreditation and certifying
organizations as well as other interested companies that

pursue certification in the future.

Potentially Provide Access to Subject Matter Experts:
An opportunity could be provided to seek insights from
knowledgeable parties during the process to address any

questions that might develop.

Provide Early Adopter / Leading Company
Acknowledgement: Include an opportunity for a firm
to be acknowledged as an industry-leading company by

participating in this important initiative.

Utilize“ Pilot” Status to Allow Companies the Freedom
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